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I C S Fundamental Theorem of RBAC
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» RBAC can be configured to do MAC
RBAC can be configured to do DAC
» RBAC is policy neutral

A\

| RBAC is neither MAC nor DAC! |
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Policy Configuration Points

1, Constraints on subject attributes at 2, Qgnstraints on object attributes at

creation and modification time, cration and modification time,
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| |
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. 3, Authorization policy .

@ ° Authorization

- Constraints e e Associalion - Creator

Can be configured to do simple forms of
DAC, MAC, RBAC
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Attributo-Based Usor-Role Assignment- 2002 [6], OASIS-RBAC-2002[9]. ~Parameterized RBAC-2004[2],  woamos 1 Role-Permission
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Extended Permission Structure:
<~ RBAC with Object class- 2007 [24],

Conditional PRBAC 07 [74],
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' Contextual RBAC-2003 [69],
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ROBAC-2006 [103], — p=
Group-RBAC-2008 [66],
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WITH
DSD

Spatial-temporal-RBAC-2007(81]
CA-RBAC-2008 [62]
Maodelling Context-2008 [32]

4 1,4,5

1. Context Attributes

2. Subject attribute constraints policy are different at || 4. Policy Language
creation and modification time.

5. Meta-Attributes

3. Subject attributes constrained by attributes of
subjects created by the same user.
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1. Constraints on subject attribute 2. Constraints on object attributes at
at creation and modification time creation and modification time

(Different policies can be specified for creation  ((Different policies can be specified for

and modification time) creation and modification time)
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|
|
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3. Authorization policy
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Authorization
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=P Constraints « o= = Association gy Creator

Can be configured to do many
RBAC extensions
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» Cloud computing
» Internet of Things
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